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MOJTMTUKA
MyHULUMNaNbHOro 60AXKETHOTO A0LLKO/IbHOIr0 06pa3oBaTelbHOr0 yupexXaeHns
netTckuii cag Ne38 ropoga KoBposa Brnagumupckoli 061actu B OTHOLLEHUN
06paboTKM MHOPMALMK 1 NepCoHasbHbIX AaHHbIX

1. TepMUHbI 1 onpeaeneHns

MepcoHanbHble gaHHble (MAH) - No6as MHpopmaLms, OTHOCAWAACA K NpPAMo
WIN KOCBEHHO OMpefenieHHOMY Wau onpegensemMomMy pusnyeckoMmy nuuy (CybbekTy
naq).

Onepatop - rocyfapCTBeHHbI opraH, MyHUUWNaIbHbIA OpraH, Hpuanyeckoe
WA (PU3MYECKOe /ULO, CaMOCTOATE/IbHO WM COBMECTHO C ApYrMMu  NvLamu
opraHusytowme n (unu) ocyluecTsnawoLme o6paboTky MNAH, a Takxe onpegensoLme
Luenn obpabotkm MAH, coctas MAH, nognexawmx o6paboTke, aencTems (onepauum),
coBepLuaemsble ¢ MNAH.

O6paboTtka MNAH - ntoboe aeincteme (onepaums) UM COBOKYMHOCTb AENCTBUNA
(onepauuii), coBepliaeMbiX C WCMOJIb30BAHWEM CPeACTB aBToMaTusauum wnun 6es
MCMOMb30BaHNA Takux cpeacts c M[H, BKIoyas c6op, 3anucb, cucTematusauuto,
HaKoMn/eHue, XxpaHeHWe, YTOYHeHWe (OOHOBMEHME, W3MEHEHWE), W3B/IEYEHME,
ncrnosib3oBaHWe,  nepefadvy  (pacnpocTpaHeHwe,  NpefoCTaB/fieHWe,  AOCTyn),
o6e3nnumBaHne, 6NoKMpoBaHUe, yaaneHune, yHUuToxeHue MAaH.

ABTOMaTM3NpoBaHHaA obpaboTka MAH - obpaboTka MAH C NOMOLLLIO CPeAcTB
BbIUNCINTENbHOW TEXHUKMN.

PacnpocTpaHeHve TMOH - [OeWCTBMSA, HanpaB/fieHHble Ha packpbiTve T1H
HeonpeaeneHHOMY Kpyry vy,

MpesoctaBnenve T1AH - [OeWCTBMS, HanpaBfeHHble Ha packpbiTve T14H
ornpeAeneHHOMY NNLY WX ONpeLeneHHOMY KPYry JInL.

bnokuposaHne T14H - BpemMeHHOe npekpawieHne o6paboTtkm TMMAH (3a
NCK/IKOYEHMEM CNyYaeB, ecnnm 06paboTka Heobxogmma aia yTouHeHus MAR).
YHuuTOXEeHne T[OH - [eicTeBuss, B pe3y/nbTate KOTOPbIX CTaHOBUTCA

HEBO3MOXHbIM BOCCTaHOBUTL cogepxaHue MAH B NCTMAH n (uan) B pesynbraTe
KOTOPbIX YHUUTOXAKTCA MaTepuasibHble HocuTenu MAH.

O6esnuunBaHve T1OH - [elcTBus, B pesynbTaTe KOTOPbIX CTaHOBUTCA
HEBO3MOXHbIM 6e3 MCNONb30BaHUS LOMONHUTENbHOW WH(OpMaLMK  OnpesennThb
NpUHaaieXxHocTb MAH KOHKpeTHOMY cybbekTy MAH.



Tpancrpannynas nepenada [1/1n - nepenaya I1/IH Ha TEppUTOPHIO MHOCTPAHHOTO
rocygapcrBa OpraHy BJIACTM  HMHOCTPAHHOIO  TOCYJapCTBa, HWHOCTPAHHOMY
buznyecKoOMy JHILY WK HHOCTPAHHOMY IOPUINYECKOMY JIUILY.

1. HazHaueHue 1 mpaBoBasi OCHOBA JIOKYMEHTa

[Momutuka MBJIOY Ne38 (manee mo tekcty — I[lonuTuka) onpenenser cuctemy
B3IJISIZIOB Ha MpoOsemy obecrnieueHus 6ezonacHoctu [IJ[H u mpencraBiser coboi
CUCTEMATU3UPOBAHHOE U3JIOKEHUE IIeJIel U 3a7a4 3alUThl, KaK OJTHO MJIM HECKOJIBKO
paBul, OPOUEAYp, MPAKTUYECKUX MPUEMOB M PYKOBOSAIIUX MPUHIIMIIOB B 00JACTH
uH(pOpPMaITMOHHON 6e30MacHOCTH, KOTOphIMU pyKoBoAcTBYeTcst MBJIOY Ne38 B cBoeit
NESTENBbHOCTH, @ TAaKXKE OCHOBHBIX MPHUHIIMIIOB MOCTPOCHMS, OPraHU3aIl[MOHHBIX,
TEXHOJIOTHYECKMX MW  MPOLEAYPHBIX ACHEKTOB  oOecnedeHus:  0e30MacHOCTH
uH(popmanuu.

3akoHOoaTeILbHON OCHOBOM Hactosmied I[lommtukm sBistrorcs KoHcturynms
Poccutickon ®@eneparmu, ['paxkianckuii, YroI0BHbIA KOAEKChI, DenepanbHbli 3aKOH
ot 27.07.2006 Ne 152-®3 «O nepcoHaNbHBIX NaHHBIX», PenepanbHblii 3ak0H PO ot
27.07.2006 Ne 149-03 «O06 unpopmarum, HOOPMAMOHHBIX TEXHOJOTHUIX U 3aIUTE
nH(pOpMaIuu», 3aKOHBI, YKa3bl, MOCTAHOBIICHUS, JPYTrU€ HOPMATHBHBIE JOKYMEHTHI
NEUCTBYIOIIETO 3akoHomaTenbcTBa Poccuiickoit ®enepannn, nokymenTel @CTOK u
®Cb Poccun.

Hcnonb3oBanne paHHoW [lonmMTMKM B KadyecTBE OCHOBBI ISl IOCTPOCHUS
KOMILJIEKCHOU cUCTeMbI HH(pOpMaloHHo# 6e3omacHoctu nHpopmaiuu MBJIOY Ne38
IIO3BOJIUT ONITUMHU3UPOBATH 3aTPATHI HA €€ IIOCTPOCHHUE.

[Ipu pazpaborke IloMUTHUKM YYWUTHIBATUCH OCHOBHBIC TPUHIIUIBI CO3JAHUS
KOMILJIEKCHBIX CUCTEM oOecreueHus 0e30MacHOCTH MH(OpMALUK, XapaKTEePUCTUKU U
BO3MOKHOCTH OPTraHU3alMOHHO-TEXHUYECKUX METOJIOB U COBPEMEHHBIX anmnapaTHO-
MPOTrPaMMHBIX CPEIACTB 3alIUThl M NPOTUBOAECHCTBUSA Yrpo3am O€30MacCHOCTH
uH(popmanuu.

OcHoBHble nonoxeHus [lonutuku 0a3upyroTca Ha KaY€CTBEHHOM OCMBICIICHUHU
BOITPOCOB 0€30MacHOCTH MH(OPMAIIMU U HE 3aTPAruBarOT BOIMPOCOB SKOHOMUYECKOTO
(KOJTMYECTBEHHOT'0) aHaJIu3a PUCKOB M 00OCHOBaHUS HEOOXOAMMBIX 3aTpaT Ha 3aIIUTy
uH(popmaIuu.

2. OCHOBHBIMH OOBEKTaMH CHCTEMBbI Oe3omacHocTH mHpopmaimu B MBIOY
No38 sBnsiroTCs:

— WHQPOPMAIMOHHBIE PECYPChl C OTPAaHMYEHHBIM JOCTyNoM, coaepxariue [1/1x
Y COIMYTCTBYIOULYIO HH(OPMAILINIO, HE COCTABIISAIONIYIO TOCYAAPCTBEHHYIO TaliHY, B TOM
YHCJIE O POJUBILIUXCS M 3aPETUCTPUPOBAHHBIX MO MECTY KUTEIBCTBA 00yUaIOLIUXCs, a
TaKXe CBeJIeHUs: 000 BCEX ATarax 00yueHusl 1eTei;

— mnpouecchl 00padboTku nHpopManuu B nHPopManmoHHbix cucremax MbJIOY
Ne38, nndopmarmoHable TEXHOJIOTHH, PETJIAMEHTHI U TIPOLIeyphl cOopa, 00paboTKH,
XpaHeHusT M mnepeAaud uHGOpMaIuU, TMEPCOHAN MOJb30BaTeNell CHUCTEMBI U €€
00CTy>KUBAIOIINI TIEPCOHAT,;

— uH(popManMOHHAas HHQPPACTPYKTypa, BKIIOYAIOUIas CHCTEMbl OOpabOTKH U
aHanu3a uH(OpManuMu, TEXHUYECKHE M TMpPOrpaMMHBIE CpeAcTBa €€ 00paboTKH,
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neperayl U OTOOpaXEHHWs, B TOM YHCIE KaHalIbl HMHPOPMAIMOHHOTO OOMEHa H
TEJICKOMMYHUKAILIUM, CHCTEMbl M CPEACTBAa 3allUThl HH(GOpMaluu, OOBEKTH U
MIOMEIICHUS,, B KOTOPBIX PAacCHOJIOKEHbl TEXHUYECKHME CpeAcTBa 00pabdOTKU
uH(bOpMaInu.

4. VlaTepeckl 3aTparuBaeMbix CyObeKTOB HH(POPMAITMOHHBIX OTHOIIECHUHN

CybObexTamMu MHGOPMAIIMOHHBIX OTHOILIEHUHN MpU oOecredyeHuu 0e30MacHOCTH
unpopmarun MbBJIOY Ne38 sBnsitotcs:

— MynununansHoe OOKETHOE JOIIKOJIbHOE 00pa30BaTEIbHOE YUPEKICHUE
netckuil cag Ne38, kak cOOCTBEHHHMK HH(OPMAIMOHHBIX PECYpPCOB M TEXHUYECKUX
cpenctB 00paboTka nHpopmanuu;

— CyObeKTsl TEPCOHANBHBIX JAaHHBIX, B TOM YHCIE POJIUBIIUECS U
3apEeTUCTPUPOBAHHBIC 10 MECTY KUTEIbCTBA (0OyJaromuecs).

[lepeuncnennple CyObEKThl UHPOPMAILIMOHHBIX OTHOIIEHUN 3aMHTEPECOBAHbI B
o0ecre4eHuu:

— CBOEBPEMEHHOTO JIOCTYIa K HE00X0IuMO# nHGOpMAaIHK (IOCTYITHOCTH);

— JIOCTOBEPHOCTH  (TIOJIHOTBI, TOYHOCTH, aJ€KBATHOCTH, IIEJIOCTHOCTH)
uH(popmanuu;

— KOH(QUAEHIMAIBHOCTHU (COXpaHEHUs B TallHEe) MH(OpMAIIUH;

— 3allUThl OT HAaBS3bIBAHUS MM JIO)KHOM (HEIOCTOBEPHOM, MCKa)KEHHOMN)
uHdopmanuu;

— pasrpaHWYeHHs] OTBETCTBEHHOCTH 3a HapyIllIEHUs HMX MpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPaBUJI 0OpalieHus: ¢ THOpMaLHei;

— BO3MOXXHOCTH OCYIIECTBJICHHUS] HEMPEPHIBHOIO KOHTPOJS U YIPaBICHUSA
npoiieccamu 00paboTKU U Tiepeaadu nHpopmaIuu;

— 3aIUThl HHQOPMALIUK OT HE3aKOHHOTO PaclpOCTPAHEHUSI.

4.1. Ilenu 3ammThI

OCHOBHOHM 1IeNIbl0, HAa JIOCTH)KEHUE KOTOPOW HaIlpaBJIEHbl BCE MOJIOKEHUS
Hactosmeil [lonmutuku, sBrisercs 3ammra cyObeKTOB HMHPOPMAIIMOHHBIX OTHOIICHHMA
MBJIOY Ne38 0T BO3MOXXHOTO HAHECEHHS UM MAaTepUATIbHOTO, (PU3HYECKOTO,
MOPAJIBHOTO WJIM MHOTO yuiepOa, MOCPeICTBOM CIYyYalHOTO WIM NMpPEeTHAMEPEHHOTO
BO3JIEUCTBHS HA MH(POPMALIUIO, UX HOCUTEIH, IPOLECChl 00pabOTKU U Mepeaayu.

VYka3zaHHasg LeNb JOCTUTAETCS MOCPEACTBOM OOECIEUYEHUsI U TOCTOSIHHOTO
MOJJIep KaHusl CIEYIOUUX CBOMCTB HH(OPMALIUH:

— JIOCTYITHOCTH TUTSI JerajibHbIX MOJIb30BaTENEH (ycToitunBoro
bynkuuonupoBanusi uHpopManuoHHbix cucteM MBJIOY Ne38, mpu xoTopom
MOJIb30BATEIN HMEIOT BO3MOKHOCTH TIOJyYeHHUs HE0O0XoauMoil uHbopMauud Hu
pe3yJIbTaTOB PELICHUS 3a/1a4 3a MpUeMJIeMoe AJis1 HUX BpeMsi);

— LEJIOCTHOCTU U ayTEHTUYHOCTH (ToATBEpKAeHHE aBTopcTBa) [1/IH, XpaHUMBIX
u oOpabaTeiBaeMbIX B MH(popManmoHHbix cuctemMax MBJIOY Ne38 u nepenaBaemoii mo
KaHaJlaM CBS3U;

— KOHQUIEHIMAIBHOCTA - COXpaHEHWs B TailHE OMNpeAelIeHHON YacTu
uH(pOpMalii, XpaHUMOMN, 00pabaThIBa€MOil U MepeiaBaeMol Mo KaHajaaM CBSI3U.



HeoOxoaumblii ypoBeHb AOCTYIMHOCTH, LIEIOCTHOCTH U KOH(UICHIHMATIbHOCTH
uHpOpMalu 00ECTIeYNBACTCSI COOTBETCTBYIOIIMMHU MHOXECTBY 3HAUMMBIX YTIPO3
METOJaMH U CPEACTBAMHU.

4.2. OCHOBHBIC 33/1a4¥ CUCTEMBI 0OecTieueHHs 6e30macHOCTH HHpOopMaIun

JI71st TOCTH>KEHHsST OCHOBHOM 11€7TM 3alIUThl U 00eCreYeHus] YKa3aHHbIX CBOMCTB
uHopmalu cucrema obecrieuenusi nHGpopmanonHoit 6ezonacnoctu MBJIOY Ne38
JoJKHA o0ecrieunBath 3 (PEKTUBHOE pellIeHHUEe CASAYIOMNX 3a/]1ay:

— CBOEBPEMEHHOE BBISIBIICHUE, OIICHKA U MPOTrHO3UPOBAHUE UCTOYHUKOB YIpo3
uH(GOPMaIIMOHHON 0€30MacHOCTH, MPUYHMH U YCIOBUMN, CIIOCOOCTBYIOIIMX HAHECEHUIO
yiiepOa 3auHTEPECOBAaHHBIM CYObEKTaM MH(POPMAIIMOHHBIX OTHOLUIEHUM, HAPYILIEHHUIO
HOPMAJIBHOTO (DYHKIIMOHUPOBAHUS MH()POPMALTMOHHBIX CUCTEM;

— CO3/I1aHHE MEXaHW3Ma ONEePATUBHOIO PEArnpOBaHUs HA YTPO3bl O€30MaCHOCTU
uH(pOpMAaIUU U HETaTUBHbBIC TEHICHITNY;

— CO3JaHMe YCJIOBUH JUIsi MUHMMM3ALMK U JIOKAJIW3allMM HAaHOCUMOIO yIepoa
HEMPAaBOMEPHBIMU JICUCTBUSIMU (PUBMUECKUX U IOPUIUYECKUX JIUI, OcCJalbJIeHue
HETaTUBHOTO BJIUSHUS W JIMKBUAAIMS TOCIHEACTBUN HapylieHUs Oe30MacHOCTH
uH(popmanuu;

— 3a0IMTy  OT  BMEIIATEeNbCTBA B mpouecc  (PyHKIMOHUPOBAHUS
MH()OPMATMOHHBIX CUCTEM OCTOPOHHUX JIMI] (JOCTYI K HHPOPMALIMOHHBIM pecypcam
JNOJDKHBI HMMETh TOJBKO 3apETUCTPUPOBAHHBIE B  YCTAHOBJICHHOM  MOPSAKE
MOJIb30BATEIH );

— pasrpaHuUYeHHE JTOCTYIa MOJIb30BaTeNeH K MH(POPMAIIMOHHBIM, alllapaTHBIM,
nporpaMmMHbIM U UHBIM pecypcam MBJIOY Ne38 (B03MOXHOCTH JOCTYyIA TOJIBKO K TEM
pecypcaM U BBINOJHEHHUS TOJBKO TEX OINepaluii ¢ HUMH, KOTOpble HEOOXOINMBI
KOHKPETHBIM MOJIb30BATENSAM JJIs1 BBITIOJHEHUSI CBOMX CIIYKEOHBIX 00SI3aHHOCTEN), TO
€CTh 3alUTy OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA;

— obecnieyeHne  ayTeHTU(UKALMM  TOJIb30BATENE,  y4acTBYIOIIMX B
nHpOpMaMOHHOM OOMeHe (MOATBEPKACHHE MOMJIMHHOCTH  OTHPABUTENS U
noJtyvaresns uapopmaiun);

— 3aIIUTy OT HECAHKIMOHUPOBAHHOW MOJU(PHUKAIUKA HCIOIB3YEMBIX B
uHpopmarmorHbix cuctemax MBJIOY Ne38 mporpaMMHBIX CPEJICTB, a TAKKE 3aIIUTY
CUCTEMBI OT BHEJPECHUSI HECAHKIIMOHUPOBAHHBIX MPOTPAMM, BKJIFOYAsT KOMITBIOTEPHBIC
BHUPYCHI;

— 3aMTy UWHGOpPMAIMM OrPAHUYEHHOIO TIOJIb30BAaHUS OT YTEUKH 110
TEXHUYECKUM KaHaJlaM IMpu ee 00paboTKe, XpaHEHUH U MepeAaye 1Mo KaHajlaM CBSI3U.

4.3. OCHOBHBIC MYTU PELICHUS 3a]]a4 CUCTEMBI 3aIUThHI

[TocTaBineHHbIE OCHOBHBIE LIEJM 3aIUUTHI U PELICHHE MEPEYUCICHHBIX BBIIIE
3a/1a4 JOCTUTAIOTCA:

— CTPOTHM YYE€TOM BCEX MNOJUJISKALINX 3allUTEe PEecypcoB HMHGOPMAIMOHHBIX
cucteM MBJIOY Ne38 (undopmarnmu, 3aga4d, T0KyMEHTOB, KaHAJIOB CBSI3H, CEPBEPOB,
aBTOMATU3UPOBAHHBIX PAOOUYMX MECT);



— JKypHAJIMPOBAHUEM JEHCTBUI MTEPCOHAJIA, OCYLIECTBISIOIIET0 00CITYKUBaHHUE
U MOJIU(PUKALIMIO TPOTPAMMHBIX U TEXHUYECKUX CPEJICTB MH(DPOPMAIMOHHBIX CUCTEM;

— TOJHOTOM, peajbHOM BBHITOJIHUMOCTBIO U HEITPOTUBOPEYMBOCTHIO TPEOOBAHMIA
OpraHU3alUOHHO-PACHOPSAUTENBHBIX 10KyMeHTOB MbBJ/IOY Ne38 mno Bompocam
obecrnieueHus1 6€30MacHOCTH HH(OPMAIINH;

— MOATrOTOBKOW JIOJDKHOCTHBIX JIMI  (COTPYAHHUKOB), OTBETCTBEHHBIX 3a
OpraHU3allMI0 M OCYIIECTBIECHUE NPAKTUYECKUX MEPONPHUATHI MO 00ECIEeYEHUIO
6e3onacHoctr [1/]H 1 porieccoB ux oOpabOTKH;

— HAJECJCHUEM  KaXJO0ro  COTpyAHUKA  (MOJb30BaTeNsl)  MUHUMAIBHO
HEOOXOJAMMBIMU JIJII BBIMOJHEHUST UM CBOMX (DYHKIIMOHAIBHBIX OOsI3aHHOCTEH
MTOJIHOMOYMSIMU TI0 JIOCTYIy K HHGopMarimoHHbM pecypcam MBJIOY No38§;

— YETKUM 3HaHUEM M CTPOTUM COOJIOJICHUEM BCEMHU MOJIb30BATEIIAMU
uHpopmanmonusix cucteM  MBJIOY  Ne38  TpeGoBaHMii  OpraHM3alMOHHO-
pacropsiIuTENbHBIX  JIOKYMEHTOB IO BONpocaM oOecreueHus: Oe30MacHOCTH
uH(popmanuu;

— MEepPCOHAIBHOM OTBETCTBEHHOCTHIO 33 CBOM JACHCTBUS KaXKI0I0 COTPYAHHUKA, B
paMKax  CBOMX  (DYHKIIMOHAJIBHBIX  OOSI3aHHOCTEH  MMEIOMEro  JOCTyln K
uHdopmarmonHsiM pecypcam MBJIOY No38§;

— HENPEPBHIBHBIM TOJJEPKAHUEM HEO0OXOJAMMOro YpPOBHS 3alUIIIEHHOCTH
AJIEMEHTOB MH(POPMALIMOHHOM CPEeJIbI;

— NpPUMEHEHHEM (U3UYECKUX U TEXHUYECKUX (IIPOrpaMMHO-aNnapaTHbIX)
CPEACTB 3aILUTHI PECYPCOB CUCTEMBI M HEMPEPHIBHOW aIMUHUCTPATUBHOM MOIIEPKKON
UX MCTOJIb30BaHMS;

— 3¢(}EeKTUBHBIM  KOHTPOJEM  HaJ  COOJIOJICHMEM  II0JIh30BaTCIISIMU
WH(OPMAIMOHHBIX  pEeCcypcoB TpeboBaHMIl 1O obecrneueHu0 0e30MacHOCTH
uHdopmanuu;

— 1opuandeckoit 3ammurord uHTepecoB MBJ/IOY Ne38 npu B3auMoOAECHCTBUU C
BHEIIHUMHU  OpraHu3anusMud  (CBsi3aHHOM ¢ oOMeHOM  uH(opMainmeit) ot
[IPOTUBONPABHBIX JEHCTBUN, KaK CO CTOPOHBI JOTUX OpraHu3alui, Tak U OT
HECAaHKIIMOHUPOBAHHBIX JEHCTBUN 00CTYKMBAIOLIETO MEPCOHANA U TPETHUX JIMII.

5. Iloctpoenue cucremsl, obecrieueHue OeszonacHoctu uHbopmanuun MBIOY
Ne38 u ee (QyHKUMOHUPOBAHME JOJKHBI OCYHIECTBIATHCS B COOTBETCTBUU CO
CIEAYIOIIMMU OCHOBHBIMH MPUHIIUTIAMU:

5.1. 3akoHHOCTH

[Ipeamonaraer oCcymiecTBICHHUE 3aIUTHBIX MEPOTIPHUSITHI U pa3pabOTKy CUCTEMBbI
6e3onacHoctn uHpopManuu MBJIOY Ne38 B COOTBETCTBUH C ACHCTBYIOIINM
3aKOHOJIATEILCTBOM B 00JacTH  3amuThl  WHGOPMAIMKM, a TakkKe JPYyrux
3aKOHOJIATEIBHBIX aKTOB MO Oe3zomacHocTH uH(opMmanuu PD, ¢ mpumeHeHneM Bcex
JI03BOJICHHBIX METOJIOB OOHAPYKEHHUS U MPECeUeHUs MpaBoHapylIeHUu npu padore ¢
unpopmarmeit. Ilpunareie mepsl 6e3onacHoctd [1/IH HEe MOJKHBI MPENATCTBOBATh
JNOCTYIly MPAaBOOXPAHUTEIBbHBIX OPraHOB B IMPEIYCMOTPEHHBIX 3aKOHOAATEIHCTBOM
CIIyvasx.



Bce monb3oBaTtenu MH(OOPMALMOHHBIX CHUCTEM JOJKHBI UMETh MPE/ICTaBICHUE
00 OTBETCTBEHHOCTH 3a MPaBOHAPYIICHUS B 00JIACTH 3alTUTHl HHPOPMAIIH.

5.2. CucTeMHOCTH

CucteMHBIN OAX0/ K TOCTPOEHUIO CUCTEMBI 3auThl HH(popmanuu B MB/I0Y
Ne38 mpeamonaraer y4er BCEX B3aMMOCBSI3aHHBIX, B3aUMOJICUCTBYIOIIMX U
U3MEHSIONIUXCSI BO BPEMEHHM JJIEMEHTOB, YCIOBUM M (DaKTOPOB, 3HAUUMBIX IS
NOHUMAaHUS U pelleHus MpoOIeMbl oOecrieueHus: 6€30MacHOCTH HH(OpMAIUH.

[Ipu co3nanuu cucTeMbl 3alUThI JOJKHBI YYUTHIBATHCS BCE Clladble U HanboJiee
ySI3BUMbIE MecTa MH(GOPMAIIMOHHBIX CHCTEM, a TAKXKE XapaKTep, BOBMOXKHbBIE OOBEKThI
W HampaBlieHUsT aTaKk Ha Hee CO CTOPOHBI  HapymuTenedl  (0coOeHHO
BBICOKOKBATH(DUIIMPOBAHHBIX 3JI0YMBIIIIIEHHUKOB).

Cucrema 3alUTHl JOJKHA CTPOUTHCA C YYETOM HE TOJIBKO BCEX HM3BECTHBIX
KaHAJIOB IPOHUKHOBEHUS! U HECAHKIIMOHMPOBAHHOTO J0CTyNa K MHPOpPMaLUU, HO U C
Y4€TOM BO3MOYXHOCTH TOSIBICHUS MPUHIMIHAIBHO HOBBIX MyTEeH peamn3aluu yrpo3s
0€30MacHOCTH.

5.3. KowmrmiekcHOCTB

KoMriiekcHOe HMCMOIb30BaHUE METOJIOB U CPEJCTB 3ALIUThl KOMIBIOTEPHBIX
CUCTEM TPEIIOoJaraeT COrJacOBaHHOE NPUMEHEHUE pPa3HOPOJHBIX CPEACTB IpU
IIOCTPOEHUHU LEJOCTHOM CHCTEMBI 3alllUThI, NEPEKPBIBAIOLICH BCE CYILIECCTBEHHBIC
(3HaUMMBbIE) KaHANBl peain3alliu YIpo3 M HE cojepKaiiel ciadbIX MECT Ha CTBhIKaX
OTJEJIbHBIX €€ KOMIIOHEHTOB. 3aluTa JOHKHA CTPOUTHCS SIIETIOHUPOBaHO. BHemHss
3aluTa JOJHKHA 0o0ecreunBaTbes (GU3NYECKUMHU CPEACTBAMU, OPTaHU3ALMOHHBIMU U
MIPaBOBBIMHU MEPAMH.

5.4. HenpepbIBHOCTH 3aLIUTHI

Obecnieuenre Oe3omacHOCTH MHGOPMALMK - MPOILECC, OCYIIECTBIAEMbIN
pykoBoactBoM MBJIOY Ne38, anMunucTpaTopoM 0€30MacHOCTH HHGMOpMaAIUu U
COTPYIHHMKAaMHU BCEX YPOBHEN. DTO HE TOJBKO U HE CTOJIBKO MPOLEAYpa WA MOJIUTHKA,
KOTOpasi OCYUIECTBJISETCS B OMNPECICHHBIA OTPE30K BPEMEHU WJIIU COBOKYIHOCTb
CPEIICTB 3alUThl, CKOJIKO MPOLECC, KOTOPBIA JOJKEH MOCTOSHHO HJTH Ha BCEX
ypoBHsX BHYTpr MBJIOY Ne38 u kaxk1blii COTpYAHUK JOJDKEH IPUHUMATh YYaCcTHUE B
3TOM mporecce. JlesTenpHoCcTh Mo oOecreyeHno UH(POPMAMOHHONW 0€30MacHOCTH
SIBIIICTCSL COCTAaBHOM 4YacThio MoBcegHeBHOM aAesaTeabHOocTH MBJIOY Ne38. U ee
3¢ (PEeKTUBHOCTH 3aBUCUT OT ydactus pykoBoactBa MBJ/IOY Ne38 B obecneuenun
uH(}OpPMAITMOHHON 0€30TTaCHOCTH MH(MOPMAIIHH.

Kpome Toro, 60ibIIMHCTBY (PU3NUECKUX U TEXHUUYECKUX CPEJCTB 3aLIUTHI IJIs
2 (PEKTUBHOTO  BBHIMIOJIHEHUS  CBOMX  (PYHKIUHA  HEoOXOoaWMa  TOCTOSTHHAS
OpraHu3allMOHHas (aJIMUHHUCTPATUBHAs) MOJJEpKKa (CBOEBpEMEHHAs CMEHa U
o0OecrieueHWe  NPABWIBHOTO  XpAaHEHWs] WM NPUMEHEHUs HWMEH, [apoJei,
NepeonpeesieHre MOJTHOMOYMI U T.11.). [lepepbiBbI B paboTe CpeicTB 3alUThl MOTYT
OBITh MCIOJIb30BaHbl 3JIOYMBIIUICHHUKAMU JJis aHaliu3a MPUMEHSEMbIX METOJOB U
CPEICTB 3alllUThl, NJs BHEAPEHHUS CHEIHUATbHBIX MPOTPAMMHBIX M anmapaTHbIX
"3aKknafgoK" M APYruX CPpeACTB MPEOIOJICHUS 3AIIUTHI.

5.5. CBOEBpPEMEHHOCTH



[Ipenmonaraer ympexaalommil xapakrep Mep oOecredyeHus Oe30MacHOCTH
nH(OpMAIMK, TO €CTh IMOCTAHOBKY 3a7ad M0 KOMIUICKCHOH 3ammuTe WHpopManuu u
peannzanuio Mep oOecnedeHus Oe30MacHOCTH HHGPOpMAlMU Ha PaHHUX CTaJAMSIX
pa3paboTKu MHGOPMAIIMOHHBIX CHCTEM B IIEJIOM M MX CHCTEM 3aIllUThI, B YaCTHOCTH.

Pa3paboTka cucTteMbl 3alIUThl JOJIKHA BECTUCH MapajliebHO ¢ pa3padOTKON U
Pa3BUTHEM CaMHUX 3aIIMIIAEMbIX MHPOPMAIMOHHBIX CHUCTEM. DTO TO3BOJIMT YYECTh
TpebOBaHMs OE30MACHOCTH MPHU MPOCKTUPOBAHUM apXUTEKTYPHI M, B KOHEUHOM CUETE,
co3nmathk Oosee 3ddexTuBHBIE (KaK IO 3aTpaTaM PEeCcypcoB, TaK M IO CTOMKOCTH)
CUCTEMBI, 00JIaalolIre JOCTATOYHBIM YPOBHEM 3aIUIIIEHHOCTH.

5.6. IIpeeMCTBEHHOCTH U COBEPIICHCTBOBAHUE

[Ipeamonaraer TOCTOSHHOE COBEPIICHCTBOBAHUE MEP W CPEJACTB 3alUTHI
nH(DOpMAIMK HA OCHOBE IPEEMCTBEHHOCTH OPTaHW3ANMOHHBIX M TEXHUYCCKUX
pElIeHn], KaJApOBOIO COCTaBa, aHalu3a (PYHKIMOHHUPOBAHUA HH(POPMALMOHHBIX
cucreM MBJIOY Ne38 u cucremMbl HX 3alIUTBl C Yy4€TOM U3MEHEHUU B METOHAX U
cpencTBax TepexBara WHGPOPMAIMKM, HOPMATHBHBIX TPeOOBaHMWI IO 3alUTe,
JOCTUTHYTOI'O OT€UECTBEHHOIO U 3apyOE’KHOIO OIbITa B 3TOM 00JIaCTH.

5.7. PazymHasi 1OCTaTOYHOCTh (3KOHOMHYECKAS 11EJI€CO00Pa3HOCTD)

[Ipeamnonaraer cOOTBETCTBHME YpPOBHs 3aTpaT Ha obecredeHue Oe30MacHOCTU
uH(OpMaAIMU LIEHHOCTH HH()OPMAIMOHHBIX PECYpPCOB U BEIMYHUHE BO3MOKHOTO
yimiepba OT WX pas3rialieHusi, yTPaThl, YTEUKH, YHUUTOKCHUS W HCKAKCHUS.
Hcnmonb3yembie Mepbl M CpeACcTBa oOecnedeHus Oe30MacHOCTH WH(POPMAIMOHHBIX
PECYpCOB HE JIOJDKHBI 3aMETHO YXYIIIaTh IPrOHOMHUYECKHE IOKa3aTeld padoTh
KOMITOHEHTOB MH(MOPMAIIMOHHBIX CUCTeM. M3nuiiHue Mepbl 6€30MacHOCTH, MTOMUMO
DKOHOMHUYECKON HeIDPEKTUBHOCTH, TPHUBOAAT K YTOMJICHHIO W Pa3IpakCHHIO
nepcoHana.

Co3nath aOCONIOTHO HEMPEONOMUMYIO0 CHUCTEMY 3alllUThl MPUHIMIHAIHEHO
HeBO3MOXKHO. [loka mHpOpManus HaXoAUTCS B OOpalICHWH, MPUHUMACMbIC MEpPHI
MOTYT TOJIbKO CHU3UTh BEPOSTHOCTh HETATUBHBIX BO3ACHCTBUHN WM yIIepO OT HUX, HO
HE WCKIIOYHUTHh UX TOJHOCTHIO. [Ipy H0CTaTOYHOM KOJWUYECTBE BPEMEHU U CPEICTB
BO3MOXKHO TIPEOJIONIETh JIO0YI0 3amuTy. [lodToOMy HMMeEeT CMBICI paccMaTpuUBaTh
HEKOTOPBIN IPUEMIIEMbIH YPOBEHb obecrieueHus 0e301macHoCcTu. BeicokoapdexTrBHas
CHUCTEMa 3aIllUThl CTOUT JOPOTO, HMCIOJIb3yeT MpU paboTe CYIIECTBEHHYIO YacThb
pEeCypcoB W MOXET CcoO37aBaTh OIIyTHMbIC JOMOJHUTEIBbHBIE HEYA00CTBa
MOJIH30BATENSIM. Ba)KHO MPaBMIIBHO BHIOPATH TOT JOCTATOYHBINM YPOBEHB 3aITUTHI, IPU
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3ZMOKHOTO yIiepOa ObLTH ObI TPUEMIIEMBIMH.

5.8. [IlepconanpHasi OTBETCTBEHHOCTH

[Ipenmonaraer BO3JOKEHHE OTBETCTBEHHOCTH 3a obOecriedeHne Oe30MacHOCTU
nHpOpMaIIUU U CUCTEMbl MX OOpabOTKM Ha KaXXJOTO COTPYAHHKA B TpEJesiax ero
MOJITHOMOYHMK. B COOTBETCTBMM C O3THM TPHUHIIMIIOM paCIpeCiCHHEe IpaB |
00s3aHHOCTEN COTPYAHUKOB CTPOUTCS TaKUM O0Opa3oM, 4TOOBl B ciydae JitoOoro
HapyUIEHUs1 KpYT BUHOBHUKOB OBLIT YETKO W3BECTEH WIJIM CBEIEH K MUHUMYMY.

5.9. MuHuMH3aUA IT0OJTHOMOYUA



O3HauaeT TPENOCTaBICHUE TOJIH30BATENSIM MHUHHUMAJIBHBIX TpaB J0CTyNa B
COOTBETCTBUHM CO CIy>K€OHOW HeoOxonuMocThio. JlocTynm k uHGOpManuu JODKEH
MIPEAOCTABIIATHCS TOJIBKO B TOM CIIydae U 00BbeMeE, €CIIU 3TO HEOOXOUMO COTPYAHUKY
JUTSI BBITIOJTHEHUS €T0 JOJIKHOCTHBIX 00S3aHHOCTEH.

5.10. Uckmouenne koHGIMKTa HHTEPECOB (pa3aeiaeHue PyHKIn)

O¢ddextuBHas cucrtema obecriedyeHuss HHPOPMAIMOHHOW  O€30MaCHOCTU
npenanojaraeT 4YeTKoe pasjelieHue OOS3aHHOCTEH COTPYIHUKOB M HCKIIOYCHHE
CUTyaluii, korja cdepa OTBETCTBEHHOCTH COTPYJHUKOB JIOMYCKAET KOHQIUKT
untepecoB.  Cdepbl  MOTEHUUATBHBIX  KOHQJIUKTOB  JOJDKHBI  BBISBIISTHCS,
MUHUMU3ZUPOBATHCS, W HAXOAMUTCS TOJ CTPOTMM HE3aBUCHUMBIM  KOHTPOJIEM.
Peanuzanus gaHHOTO TpHWHIMIA TPEAIIONaraeT, YTo HE OJWH COTPYIHUK HE JODKCH
MMETh TTOJTHOMOYHH, MO3BOJSIIONIMX €My €IWHOJMYHO OCYIIECTBISITH BBITIOJHEHUE
KpUTUYHBIX omeparuii. Hajenenne cOTpyIHHUKOB TMOJHOMOYHSIMH, TOPOKIAFOIIAMHE
KOH(DJIUKT HMHTEPECOB, MaeT €My BO3MOXKHOCThH TIIOJTAaCOBBIBATh HH(POPMAIUIO B
KOPBICTHBIX IEJISX WIIH C TEM, YTOOBI CKPBITh MPOOIEMBI MJTH TOHECEHHBIC YOBITKA. JII1s
CHW)KCHHUSI pPHUCKAa MaHUMYJIUPOBaHUS WHPOPMAMEH W pPHCKAa XWINCHUS, TaKHUe
MTOJTHOMOYHSI JTOJDKHBI B MAKCHMAJIBHO BO3MOYKHOW CTETICHH OBITh Pa3/elICHbl MEXKITY
Pa3IMYHBIMK COTPYAHMKAMU WJIM TOJpasfeieHusiMu Ymnpapienus. HeoOxomumo
MPOBOJIUTh TEPUOJUYECKUE TMPOBEPKU OOA3aHHOCTEH, (DYHKIMI U AESITEIbHOCTH
COTPYIHHMKOB, BBIMOJTHSIONINX KIIOYEBbIE (DYHKIIMH, C T€M, YTOObI OHU HE HMEIU
BO3MOYKHOCTH CKpBIBAaTh COBEPIICHUE HENPAaBOMEPHBIX JaeucTBui. Kpome Toro,
HEOOXOJAMMO TPUHUMAThH CHEIHATbHBICE MEPHI 10 HEJOMYIIECHUIO CroBOpa MEXIy
COTPYIHHUKAMHU.

5.11. B3aumojelcTBUE U COTPYIHUYECTBO

[Ipeanonaraer coznanue OnaronpusiTHoW arMmocdepsl B koswiektuee MBJIOY
No38. B Takoii 0OCTaHOBKE COTPYIHHMKHA JIOJDKHBI OCO3HAHHO COOIOJAThH
YCTaHOBJICHHBIC TMpaBUJia W OKa3bIBaTh COJCUCTBHE ACATCIBHOCTH aIMHUHUCTpATOpa
0e30macHOCTH UH(POPMALIUU.

BaxxHbiM 31eMeHTOM 3(PeKTUBHONM cHUCTeMbl oOecreueHus: 0e30MacHOCTH
undopmaruu B MBJIOY No38 sBrisieTcst BbICOKast KyJibTypa padoThl ¢ nH(popmaruei.
PykoBoacteo MBJIOY Ne38 HeceT OTBETCTBEHHOCTh 3a CTPOTOE€ COOIIOJCHUE
ATUYECKUX HOPM U CTaHJIAPTOB MPO(ECCHOHATBLHOM JAESITEIIbHOCTH, IO TYEPKUBAIOIIEH
U JEMOHCTPUPYIOIIEH TIEpCOHATy Ha BCEX YPOBHSIX BaXHOCTh OOECTICYCHUS
uHdopmarmonHoit 6e3omacHocty MBJIOY Ne38. Bcee corpymuukun MBJIOY Ne38
JOJDKHBI TIOHUMAaTh CBOIO POJIb B Tporecce oOecnedeHuss WHGOPMAIMOHHON
0€30MacHOCTH U MPUHUMATD Y4acTHE B 3TOM Iporiecce. HecMoTpst Ha TO, 4TO BhICOKAs
KyJabTypa oOecrnieueHHs WHGOPMAIMOHHONW  OE30MacHOCTH HE  TapaHTHPYET
aBTOMATUYECKOTO JOCTUXKEHUS LIeJIed, €€ OTCYTCTBUE CO3/1aeT 0OJIbIIE BOZMOXHOCTEH
JUTsl HApyIIeHHs] 0€30MaCHOCTU WM He OOHapykeHus (DaKTOB €€ HApYILICHHUS.

5.12. T'ubKOCTh CUCTEMBI 3aIIUTHI

Cuctema oOecrieueHusi WH(POPMAIIMOHHOM O€30MAaCHOCTU JIOJKHA  OBITh
croco0Ha pearupoBaTh Ha M3MEHEHHUs BHEIIHEW Cpeibl U YCIOBUW OCYIECTBICHUS
YnpasneHneM CBOEH AEATENbHOCTH. B yncI0 TaKuxX M3MEHEHUN BXOJIST:



— HM3MEHEHHUs OPraHr3allMOHHON U TATHOU CTPYKTYphl MBJIOY Ne38;

— M3MEHEHHE CYIIECTBYIONIMX WM BHEIPEHUE MPUHIMIHAIBHO HOBBIX
MH(OPMAIIMOHHBIX CUCTEM;

— HOBBIE TEXHUYECKHE CPEJICTBA.

CBOWCTBO THOKOCTH CHUCTEMBI oOecredeHus: WHHOPMAITMOHHONW 0e301MacHOCTH
n30aBIISIET B TAKUX CUTYAIUAX OT HEOOXOAUMOCTH MPUHATUS KapIUHAIBHBIX MEp IO
MOJTHOM 3aMEHE CPEACTB M METOJOB 3alllMThl HAa HOBBIC, YTO CHIDKAET €€ OOIIYyIo
CTOMMOCT.

5.13. OTKpPBITOCTH QITOPUTMOB U MEXaHU3MOB 3aIIIUTHI

CyTb NpUHIUIIA OTKPHITOCTH aJITOPUTMOB U MEXAHWU3MOB 3aIIUTHI COCTOUT B TOM,
YTO 3al[UTa HE JIOJDKHA 00ECreYrBaThCS TOJBKO 3a CUET CEKPETHOCTH CTPYKTYpPHOM
OpraHu3alluy U AJTOPUTMOB (PYHKIIMOHUPOBAHMS €€ TOJICUCTEM. 3HAaHUE aITOPUTMOB
paboOThI CUCTEMBI 3aIUTHl HE JOJHKHO JaBaTh BO3MOXKHOCTH €€ MPEOJ0JICHUs (J1aXe
aBToOpam). JTO, OJTHAKO, HE O3HAYAET, YTO UH(OpPMaIK 00 UCTIOIb3YEMbIX CUCTEMAX U
MEXaHU3MaX 3allUThI I0JDKHA OBITh OOIIEIOCTYITHA.

5.14. TIpocToTa MpUMEHEHUs CPEACTB 3AITUTHI

MexaHu3MBI 1 METOBI 3AIUTHI JOJKHBI OBITh MHTYUTHUBHO TIOHSTHBI U MIPOCTHI
B UCITOJIB30BaHUU. [[pUMEHEHHE CPEICTB U METOJI0B 3aIIUTHI HE JOJIKHO OBITH CBSI3aHO
CO 3HAHUEM CIEIUATBHBIX S3BIKOB WJM C BBIMOJHEHUEM JCHCTBUN, TPEOYIOITUX
3HAYUTEIBHBIX  JIOTIOJHUTEIBHBIX  TpyJo3aTpaT  MpU  OOBIYHOM  paboTe
3aperUCTPUPOBAHHBIX TIOJE30BATEIICH, a TAK)KE HE TOJHDKHO TPeOOBATh OT MOJIH30BATENS
BBITIOJTHCHHSI PYyTHHHBIX MAJIOTIOHSATHBIX MY OIIepaIlni.

5.15. OGOCHOBAaHHOCTh M TEXHHYECKAS PEaii3yeMOCTh

NudopmarmonHbpie TEXHOJOTHUH, TEXHUYECKHE W TPOrpaMMHBIE CpPENICTBa,
CpelICTBa U MEPHI 3aIUTH HHPOPMAIIUU JOJIKHBI OBITh PEATM30BAaHBI HA COBPEMEHHOM
YPOBHE pPa3BUTHS HAYKHM M TEXHUKU, OOOCHOBAHBI C TOYKH 3PEHHS JTOCTHIKCHUS
3aJIaHHOTO YPOBHS 0€30MaCHOCTH HH(POPMAIIMK U YKOHOMHUYECKOH 11eJ1ec000pa3HOCTH,
a TaKKe JOJDKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM U TpeOOBaHUSIM TIO
6e3omacHOCTH UH(OPMAIIUH.

5.16. Cnenumanu3zanus v npodecCUOHAIN3M

[Ipeamnonaraer npuBiedeHre K pa3pabOTKE CPEACTB U peaTn3allid Mep 3alUThI
nH(DOpPMAIUK CIICIHAIM3UPOBAHHBIX OpraHU3alMi, HauOoJiee IOATOTOBICHHBIX K
KOHKPETHOMY BHUY JIEATEILHOCTH 10 00€CIIeueHNUI0 0€301MacHOCTH HH(OPMAITMOHHBIX
PECYpPCOB, HMEIOIINX OIBIT MPAKTHYECKOW pabOThl M TOCYAAPCTBEHHYIO JIMIICH3UIO Ha
MpaBO OKa3aHWS YCIyr B 3ToW oOjacTu. Peanmuzamus agMUHUCTPaTUBHBIX MEp M
DKCIUTyaTalisi CPEACTB 3allUThl JODKHA OCYIIECTBIATHCS MPOPECCUOHAIBHO
MOATOTOBJICHHBIMU CIIEITUATUCTAMH Y TIPABIICHHUS.

5.17. OO6s3aTeNBHOCTh KOHTPOJIS

[Ipeamonaraer 00sA3aTeIbHOCTh U CBOCBPEMEHHOCTD BBISIBIICHUS M MPECEUCHUS
MOMBITOK HAPYIIEHUS YCTAHOBIICHHBIX TMpaBWJ, oOOecredeHns 0e30MacHOCTH
nH(}OpMAIIHU, Ha OCHOBE UCITOJIH3YEMbBIX CHCTEM U CPEJICTB 3aIUThHI MH(DOpMAIUH, IPU
COBEPIIICHCTBOBAHUH KPUTEPHUEB U METOJOB OICHKU d(PPEKTUBHOCTH 3TUX CHUCTEM H
CPEIICTB.



KOHTpoJIb 32 1eATeIbHOCTBIO JIF000T0 MOIB30BaTENS, KAXKI0T0 CPEACTBA 3AIUThHI
U B OTHOIICHUHU JIFOOOT0 OOBEKTa 3alUThl JOKEH OCYIIECTBIATHCS HA OCHOBE
MIPUMEHEHUS CPEJICTB ONIEPATUBHOIO KOHTPOJISI U PETUCTPAIIMU U JOJIKEH OXBAaThIBaTh
KAaK HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKIIUOHUPOBAHHBIE IEUCTBUS MOJb30BATEIIEH.

Kpome Ttoro, »ddextuBHas cucrema obOecnedeHus HHGOPMAIMOHHON
O0e3onacHocTH TpeOyeT HalWyusl aJeKBaTHOW W BceoOBeMIIOUeH HHPOpMAIMH O
TEKYIIEM COCTOSIHUU IIPOLIECCOB, CBSA3aHHBIX C ABMKEHUEM MHGOPMALINK U CBEJECHUH O
COOJIIOJICHUN YCTaHOBJICHHBIX HOPMATHUBHBIX TPEOOBAHUM, & TAKXKE JIOMOJHUTEIHHOM
uH(pOpMaINi, UMEIOIICH OTHOIIEHUE K MpUHATHIO pemieHuid. Mudopmarus nomkHa
OBITh HAZC)KHOM, CBOEBPEMEHHOM, TOCTYITHON M MPaBUILHO 0(OPMIICHHOM.

Henocrarku cuctembl  oOecnieueHuss HMHGOPMALMOHHONM  0€30MacHOCTH,
BbIsSIBIICHHBIE COTpyaHHKaMu MBJ/IOY Ne38, nomkHbl HEMEIJICHHO JIOBOJIMTHLCS 10
ceeneHus pykosoaurenst MBJ/IOY Ne38 wu omepaTmBHO ycCTpaHATBCS. Bompocsl,
KOTOpbIE KOKYTCSl HE3HAUUTEJIbHBIMU, KOT/Ia OTJAEIbHBIE MPOLECCHI pACCMATPUBAIOTCS
M30JMPOBAHHO, IPU PACCMOTPEHUU UX HAPALY C APYTMMHU aclEKTaMH MOTYT yKa3aTh
Ha OTpUUATEIbHbIE TEHACHIIMH, IPO3SIINE NEPEPACTH B KPYNHbIE HEAOCTATKH, €CIIU
OHM HE OyIyT CBOEBPEMEHHO YCTPAHEHBHI.

6. Mepnl obecnieueHust THGOPMAIIMOHHOMN 0€30MacHOCTH

Bce mepol o6ecnieuenust 6e3onacHoctu uHPpopMannoHHbIX cucteM MBJIOY No3§8
MIO/PA3IEISIOTCS Ha:

6.1. 3akoHomarenbHbIE (MPABOBHIE) MEPHI 3ALTUTHI

K npaBoBbIM MepaM 3allUThl OTHOCSTCS JIEUCTBYIOLIME B CTPAHE 3aKOHBI, YKa3bl
M HOPMaTUBHBIC aKThI, PErJIaMEHTUPYIOIINE MpaBuiia oOpaiieHus ¢ uHbopMaIme,
3aKpEIUISIIoNINe paBa U 00S3aHHOCTU YYACTHUKOB MH(DPOPMALMOHHBIX OTHOILIECHUN B
mporiecce UX 00pabOTKM MW HCIOJIB30BaHUS, a TaKXe YyCTaHABIIUBAIOIINE
OTBETCTBEHHOCTh 3a HApyIIEHUs ATUX NpaBuil. I[IpaBoBbIe Mephl 3alIUTHI HOCSIT B
OCHOBHOM YIPEXIAOMINMN, NpOoQUIAKTHUECKUI XapakTep W TPeOyIT MOCTOSHHOM
Pa3bACHUTENILHON pabOThl C TMONB30BATEISIMU M OOCITY>KMBAIOIIMM IEPCOHAIOM
nHpopmanmonHsix cucteM MB/IOY Ne38.

6.2. MopallbHO-3THYECKUE MEPhI 3alUThHI

K MopaibHO-3THUECKMM MepaM OTHOCATCSI HOPMbI TOBEIEHUS, KOTOpbIC
TPAOULUOHHO CJIOXWINCh WJIH CKJIQAbIBAIOTCS 1O MEpE pacnpoCTpPaHEHUs
WH()OPMAITMOHHBIX TEXHOJIOTHMM B 00miecTBe. OTU HOPMBI OOJBIICH YacThlO HE
SIBJISIFOTCSI 00513aTEIbHBIMU, KaK 3aKOHOJATEIbHO YTBEPKACHHBIC HOPMATHUBHBIC AKTHI,
OJIHAKO, WX HECOOJIIOJICHUE MOXKET TPHUBECTH K IMAJICHUIO aBTOPUTETA, MPECTUKA
yenoBeka, rpynnsl gyl wid MBJIOY Ne38 B nenom. MopallbHO-3TUYECKUE HOPMBI
OBIBAIOT KaK HEIMUCaHbIC, TaK W MHUCAHbIC, TO €CTh OPOPMIICHHBIC B HEKOTOPBIM CBOJI
(ycraB) mpaBuil WM MOpeanucanuid. MopanbHO-ITUUYECKUE MEPhl 3alUThl SBIISIOTCS
NPOPUIAKTUYECKUMUA M TpeOyIOT MOCTOSSHHOM pabOoThl MO CO3AaHUIO 370POBOrO
MOPAJILHOTO KJIMMaTa B KOJUJIEKTUBE.

6.3. TexHoJIOrHYeCKre MEPhI 3aITUTHI

K nanHoMy Buay Mep 3alIMThl OTHOCSTCS Pa3HOTO pojAa TEXHOJOTUYECKHE
pEIIeHUS 1 TPUEMbI, OCHOBAHHBIE Ha UCIIOIH30BAHUN HEKOTOPBIX BHIOB H30BITOYHOCTH



(cTpyKTypHOU, (PYHKIMOHANIBbHON, WH(GOPMAIMOHHON, BpPEMEHHOW H T.I.) U
HAIPaBIICHHBIC HA YMEHBIIIEHUE BO3MOKHOCTH COBEPIIECHUS COTPYAHUKAMHU OITUOOK U
HapyILIEHU B paMKax MPeI0CTaBICHHBIX UM MIPaB U OJHOMOYHUH.

6.4. OpraHuzarmoHHbBIC (A IMUHUCTPATUBHBIC) MEPHI 3AIUTHI

OpranuzanuoHHble  (aAMUHHCTPATUBHBIE) MEphl 3alllUTBl - 3TO MEpHI
OpPraHMU3alMOHHOTO XapakTepa, PEerjJaMeHTHPYIOIIKE MPOoLecchl (YHKIIMOHUPOBAHUSA
cucTeMbl OOpaOOTKM HMH(POpPMAIUH, HCIIOJIB30BAHUE €€ PECypCcOB, IECSATEIBHOCTD
00CITy’KMBAIOLIETO MEPCOHANA, a TAKKE MOPSAAOK B3aUMOJCHCTBUS IMOJb30BAaTENEH C
CUCTEMOM TaKMM 00pa30M, 4TOObI B HAaMOOJIBLIEH CTENEHH 3aTPYAHUTD UM UCKIIOUYUTD
BO3MOKHOCTb peaM3aliy yrpo3 O€30MacHOCTH UM CHU3UTh pa3Mep MOTEPh B Cilydae
UX peaju3alnH.

6.5. dopmupoBaHuE MOIUTUKU 0€30MACHOCTH

['maBHass Uenp aJAMHHUCTPATUBHBIX MeEp, MNPEANPUHUMAEMBIX Ha BBICIIEM
VIPABJICHUYECKOM YpPOBHE - c(OpMUpOBaTH MOJUTHKY B 00JacTH oOecnedeHus
0e30macHOCTH HMHQpOpMaIMU (OTPaXaIIIYI0 IMOAXO0Abl K 3amuTe UHPOpMAIUU) U
o0ecreynTh €€ BBINOJHEHUE, BBIACIAS HEOOXOJUMBIE pecypcbl M KOHTPOJIUPYS
COCTOSIHUE €.

C nmnpakTUYecKOM TOYKM 3peHHs] MOJUTUKY B oOjacTu oOecnedeHus
6e3onacHoct nHGopmarmu B MBJIOY Ne38 nenecooOpa3Ho pa30oUTh Ha J1Ba YPOBHSI.
K BepxHeMy YpOBHIO OTHOCSTCS DEIICHHS PpPYKOBOJCTBA, 3aTparuBarollye
nesarenbHocTh MB/IOY Ne38 B nenmom. IlonuTuka BEpXHETrO ypOBHS JOJIKHA YETKO
OuepTUTh cepy BIUSHHUS U OTPAaHUYEHHUS NPHU ONPEICNICHUU Lejel 0e30MmacHOoCTH
uH(bOpMaLlUK, ONPENENIUTh KaKUMH pecypcamH (MaTepualbHBIMHU, CTPYKTYPHBIMH,
OpraHU3allMOHHBIMU) OHU OyIyT TOCTUTHYTHI, U HAUTH Pa3yMHBII KOMIIPOMUCC MEX]TY
MpUEMIIEMBIM YPOBHEM 0€30MACHOCTU U (PYHKIHOHAIBHOCTHIO.

[TonuTHKa HUKHETO YPOBHS, ONpPEAEIAeT MPOLEeaAypbl, U MpaBuia JOCTUKEHUS
Hejaedl MW pemeHus  3aga4  0e30MacHOCTM  HMH(POpMalUd W JACTAM3HPYET
(pernamMeHTHpYET) 3TU MpaBuJa:

— KaKOBBI POJIA ¥ 00S13aHHOCTH JOJIKHOCTHBIX JIUL], OTBEYAIOIINE 32 TPOBEICHUE
MOJIMTUKHU O€30MacHOCTH NH(}OpMaIuy;

— KTO UMEET MpaBa J0CTyNa K UHPOPMAIIIH, KTO U MPU KaKUX YCIOBUSIX MOXKET
YUTaTh U MOAU(DUIIMPOBATH HH(DOPMALIUH U T.1I.

[TonuTHka HUKHETO YPOBHS JOJIKHA!

— MpeaycMaTpuBaTh perjaMeHT UH(POPMAIMOHHBIX OTHOIIEHUHN, NCKITFOUAIOIINX
BO3MOKHOCTh MPOU3BOJIBHBIX, MOHOIIOJIBHBIX MJIM HECAHKIIMOHUPOBAHHBIX JICUCTBUH B
OTHOIIIEHUU UH(POPMAIIMOHHBIX PECYPCOB;

— OINpEAENATh KOAIWLHWOHHBIE M HEPAPXUYECKUE NPHHLIMUIBI W METOMbI
pas3/iesieHus: CEKPETOB U pa3TpaHUuEHUs JOCTyMa K HH(popManuu;

— BBIOMpATh IIPOrpaMMHO-TEXHUYECKHE (anmapatHbIe) CpelcTBa
npotusojeictBus HC/l, ayreHTHUKauy, aBTOpU3aiuu, HASHTUPUKALUN U IPYTUX
3aIIUTHBIX MEXAaHMW3MOB, OOECIEUMBAIOIIUX TapaHTUHM pealu3aluu I1paB U
OTBETCTBEHHOCTH CyOBEKTOB MH(POPMALIMOHHBIX OTHOIIEHHH.

6.6. PernamenTarus 1ocTymna B HOMEIIEHUS



KoMnoHeHThl HHPOPMAITMOHHBIX CUCTEM JIOJKHBI Pa3MEIIAThCsl B TOMEIIECHUSX,
HaXOJIAIIUXCS T0J] OXPaHOW WM HAOIIOICHUEM, HCKIIOYAIOMUM BO3MOXKHOCTH
OCCKOHTPOJIBPHOTO  TPOHUKHOBEHUS B  TOMEIIEHUS  IOCTOPOHHUX JIMIl W
oOecrieunBalOIIMM  (PU3MUYECKYI0 COXPAHHOCTh HAXOISIIUXCS B  TOMENICHUU
3allUIaeMbIX pecypcoB (AokymeHToB, APM u T.m.). YOOopka Takux MOMEIICHHM
JI0JIKHA TIPOU3BOAMUTHCS B MPUCYTCTBUU OTBETCTBEHHOTO COTPYJIHUKA, 33 KOTOPBIM
3aKpEIUICHbl JIaHHbIE KOMIIOHEHTBI, C COOJIOACHHUEM MeEp, MCKIIYAIOUUX JOCTYIl
MOCTOPOHHMX JIMI] K 3aIUIIAEMbIM HH(POPMAIIMOHHBIM peCcypcam.

Bce mnoctopoHHue InHIla JOMYCKAaIOTCS B TIOMEIIEHHUS C KOMIIOHEHTaMU
UH(GOPMAITMOHHON CUCTEMBI TOJIBKO B MIPUCYTCTBUM COTPYIHUKOB Y IIPaBICHUS.

[lo oxoHuanuu pabouero [JHS TMOMEIICHUS, B KOTOPBHIX Pa3MEIIAIOTCs
KOMITOHEHTHI HH(opMamoHHbIXx cucteM MB/IOY Ne38, nomkHbI 3anMpaThCcs Ha KITHOY,
110 BOBMOKHOCTH OTE€YaThIBATHCS.

B ciyuyae ocHaiieHHs TOMENIEHUM CpECTBAaMU OXPaHHOW CUTHAIU3AIMH, a
TaKK€ aBTOMATHU3UPOBAHHON CHUCTEMOW MpUEMa M PETUCTpallid CUTHAJIOB OT 3THX
CPEACTB, MpUEM-cllaya TAKUX TOMEIIEHUN MO OXpaHy OCYIIECTBISAETCS Ha OCHOBAHUU
CHenuaIbHO pa3padaThiBAEMON HHCTPYKLUU.

6.7. Permamenranus JOIyCKa COTPYJIHUKOB K U CIIOJIb30BaHUIO
MH()OPMAIMOHHBIX PECYPCOB

B pamkax paspemuTenbHONW CUCTEMbI (MaTpHIlbl) JOCTYMa yCTaHABIMBACTCS:
KTO, KOMY, KaKyt0 WH(OpMAIMIO U JIJIsi KAKOTO BUJA JIOCTYTA MOKET MPEIOCTABUTh U
MIPU KaKUX yCIIOBUSIX.

Jlomyck nonp3oBatenel kK padbote ¢ ”HGOPMAITMOHHBIMUA CUCTEMaMH U JIOCTYT K
UX pecypcaM JOJIKEH ObITh CTPOro perjaMeHTUpoBaH. JIroOble M3MEHEHHs COCTaBa U
MOJTHOMOYUM TMOJIb30BaTEIEH MOACUCTEM JOJDKHBI MPOU3BOJUTHCS YCTAHOBJIECHHBIM
MTOPSAKOM.

YpoBeHb MOJHOMOYMI KaXKJIOTO MOJIB30BATENS OMPEACISICTCS UHIUBUIYAIbHO,
coOJirofas ciaeayromme TpeooBaHus:

— KaX[bI COTPYIAHUK IMOJB3YETCS TOJBKO MPEANUCAHHBIMU €My IpaBaMH IO
OTHOIIEHUIO K UH(OpMAIH, C KOTOPBIMH €My HE00X0/IMMa paboTa B COOTBETCTBUU C
JOJDKHOCTHBIMU  OOSI3aHHOCTSIMH. Pacimpenne mnpaB J0CTyla U MPEIOCTaBICHHUE
JI0CTyTA K JIOTIOJTHUTEILHBIM HH()OPMAITMOHHBIX pecypcaM, B 0053aTeILHOM TOPSIZIKE,
JIOJIKHO COTJIACOBBIBATHCA C aIMUHUCTPATOPOM 0€30MacHOCTH HH(MOpMAITUY;

— pykoBoautesnb MBJIOY Ne38 umeer mpaBa Ha pocMOTp MHGOPMAITHH CBOUX
MOAYMHEHHBIX TOJIBKO B YCTAaHOBJIEHHBIX TIpe/eiiaX B COOTBETCTBHU CO CBOMMU
JIOJDKHOCTHBIMU O0SI3aHHOCTSIMH.

Bce corpyaauku MBJIOY Ne38 u obcnyxuBaroniuii nepcoHani, J0KHBI HECTH
MePCOHATILHYIO OTBETCTBEHHOCThH 3a HAPYIICHUSI YCTAHOBJIEHHOTO MOPsiIKa 00padOTKU
uH(pOpMAIMK, TPaBWJI XPAHCHUS, WCIOJH30BAHUS U TIEpEaddl HAXOMISIIMXCA B UX
pPaCHOPSIKEHUN 3aLIUIIAEMbIX PECYPCOB CUCTEMBI. Kaxkblil COTpYIHUK (IIpU MIpUEMe
Ha paboTy) JIOJDKEH MOANMKUCHIBATH 0053aTEILCTBO O COOIIOJICHUU W OTBETCTBEHHOCTH

3a HapyIlIEHUE YCTaHOBJICHHBIX TpeOOBaHUH MO coxpaHeHuto uHopmanuun MBIOY
Ne38.



Oo6pabotka [1/ln B xommoneHTax uH(popmanuoHHbIX cucteM MBJIOY Ne38
JOJDKHA TPOU3BOJUTHCA B COOTBETCTBUU C YTBEPKIECHHBIMU TEXHOJOTHYECKUMU
HHCTPYKITUSMU.

6.8. PermamenTamuss  mpOIECCOB  OOCTY)XMBaHUSI W OCYLIECTBIICHUSA
MOJIU(UKALIUU alllapaTHBIX U IPOrPAMMHBIX PECYPCOB

B nensx nmoanepikanus pexxuma UHQOPMAIMOHHON 0€30MacHOCTH armapaTHO-
nporpaMmHasi KOH(QUTypalusi aBTOMATU3UPOBAHHBIX PaOOYUX MECT COTPYIHUKOB
VYmpaBieHus, ¢ KOTOPbIX BO3MOXKEH JOCTYM K pecypcaM MH(DOPMAIMOHHOM CUCTEMBI,
JIOJKHA COOTBETCTBOBATH KPYTYy BO3JIOKEHHBIX HAa JIaHHBIX TOJIb30BaTelieh
(YHKITMOHATIBHBIX 00s3aHHOCTEH.

B xommnoneHTax uWH(QOPMAIMOHHOM CHCTEMBl M Ha pabdouuMx MecTax
MOJIb30BATENE JOJDKHBI  YCTAHABIMBATHCA M MCIOJIB30BAThCS  JIMIEH3MOHHBIE
MIPOrpaMMHBIE CPECTBA.

6.9. OOecreuenne W KOHTPOJb (PU3WUECKON IEITOCTHOCTH (HEHM3MEHHOCTH
KOH(Urypaluu) anmnapaTHbIX PECYPCOB

O0opynoBanne WH(DOPMAIMOHHBIX CHCTEM, HCIOJIB3YEMOE JUIsl JOCTyNa |
XpaHeHus uH(OpMaIK, K KOTOPOMY J0CTYH 00CITyKMBAIOLIEr0 EpCcoHaia B MPOLECcce
DKCIUTyaTallil He TpeOyeTcs, IOCJie HalaJOYHbIX, PEMOHTHBIX M HHBIX padoT,
CBSI3aHHBIX C JOCTYIIOM K €r0 KOMIIOHEHTaM JOJI)KHO 3aKPbIBAThCS.

6.10. IToxGop u moaroTOBKA MEpCcoHaNa, 00ydeHHUE TI0JIb30BaTeNen

[Tonws3oBaTtenu napopmanmoHHbIx cucteM MBJIOY Ne38, a Takxke pyKOBOISIINN
U OOCITYXMBAIOUIMI TMEpPCOHAN JMOJKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM
IIOJJHOMOYMM, a TakKe OpPraHu3alMOHHO-PACTIOPSAUTEIIBHON, HOPMATUBHOU,
TEXHUYECKON M IKCIUTyaTallAOHHOW JOKYMEHTALMel, onpenenstomeid TpeboBaHus u
nopsiiok 00padotku uHpopmanuu B MBJIOY Ne38.

Oo6ecrieueHne 0€30MaCHOCTH MH(POPMAITMU BO3ZMOKHO TOJIBKO MOCJIE BEIPAOOTKHU
y TOJb30BaTeIeH OMpeAeeHHON KYyIbTyphl pabOThI, T.€. HOPM, 00S3aTEIbHBIX IJIs
WCIIOJIHEHHSI BCEMU, KTO padoTaeT ¢ MHGOPMALIMOHHBIMU pecypcamu Ynpasienus. K
TaKMM HOPMaM MOKHO OTHECTH 3alpeuieHue JI0OBbIX YMBIIUIEHHBIX WJIU
HEYMBIIIJICHHBIX JEHCTBUI, KOTOPHIE HAPYIIAIOT HOPMAJILHYIO Pab0Ty KOMITIOHEHTOB
WH)OPMAITMOHHBIX CHCTEM, BBI3BIBAIOT JOMOJIHUTENIBHBIE 3aTPaThl PECypCoB,
HapyIIalT IEJIOCTHOCTh XpPaHUMOW U 00padaThiBaeMoil HWH(OpMAIUU, HAPYIIAIOT
WHTEPEChI 3aKOHHBIX TI0JIb30BATEIICH, BIACIIBIICB WM COOCTBEHHUKOB.

Bce monp3oBaTenn MHPOPMAIMOHHBIX CHUCTEM JIOJDKHBI OBITH O3HAKOMIICHBI C
OPraHU3allMOHHO -  PACHOPSAUTEIBLHBIMU  JIOKYMEHTaMH 1O  OOECIICUCHUIO
oe3onmacaoctr uHGopMammu (I1/Jn) MBJIOY Ne38 wacTu, nx Kacaromieics, JTOKHBI
3HaTh U HEYKOCHUTEJIbHO BBIMOJHATh MHCTPYKIMU U 3HATH 00IIKME OOA3aHHOCTH IO
oOecrieueHnto Oe3zonacHocTH HH(opmanuu. JloBeneHue TpeOOBaHUN YKa3aHHBIX
JIOKYMEHTOB JI0 JIMII, JOMYIIEHHBIX K 00paboTKe 3amuiiaeMoil nHpopMaIuu, 10KHO
OCYUIECTBJISTHCSA MO/ POCIUCH.

6.11. OTBETCTBEHHOCTh 3a HAPYUIECHUSI YCTAHOBJICHHOTO MOPAJIKA MOJIb30BAHUS
pecypcaMu UHPOPMAITMOHHOM CUCTEMBbI



Mepa OTBETCTBEHHOCTH IEpPCOHANA 3a JICUCTBUS, COBEPIICHHBIC B HapYIICHUE
YCTaHOBJICHHBIX TPABIII OOecTieueHrus: 0€301acHOi paboThl ¢ MHGOPMAIIHEH, TODKHA
OTIPENENAThCS HAHECEHHBIM YIIEpOOM, HAIWYHMEM 3JI0TO YMBICIIa W JAPYTUMH
dakTopamu o ycMoTperuio pykoBoactBa MBJIOY Ne38.

Jl1st peanu3anuy NpUHIIKMIA EPCOHATBHOM OTBETCTBEHHOCTH IMOJIb30BaTENEH 32
CBOM JICUCTBUSI HEOOXOAUMBIL:

— WHAUBHUAYyaJIbHAs UJICHTU(DUKAILMS MOJb30BaTENIed U MHUIIMUPOBAHHBIX UMU
IPOLIECCOB, T.€. yCTaHOBIIEHUE 32 HUMU uaeHTHuKaropa (login, Username), Ha 6aze
KOTOpOTO OyAET OCYIIECTBISATHCS pa3rpPaHUUYCHHUE JOCTYNIa B COOTBETCTBUHM C
MPUHITUTIOM 000CHOBAHHOCTH JIOCTYIIA;

— MpOBEpKa MOJJIMHHOCTH TOJib30BaTeNneld (ayTeHTU(UKAnusi) Ha OCHOBE
MapoJieu;

— peakiisi Ha TOMBITKKM HECAHKIMOHUPOBAHHOTO JIOCTYyMa (CHUTHAIM3ALUA,
OJIOKUPOBKA U T.1.).

6.12. CpenctBa obecnieueHus: 6€30mMacHOCTU HH(pOpMaIUn

s obecnieueHuss HHPOPMAITMOHHON 6€30ITaCHOCTH UCTIONB3YIOTCS CIICIYIOIINE
CpEeICTBA 3aIUTHI:

du3nyeckue cpeCTBA 3aMUTHI

dusnyeckre Mephl 3allUThl OCHOBaHBI HAa MPUMEHEHHWHW Pa3HOTO poja
MEXaHUYCCKUX, OJJICKTPOHHBIX WJIH DJEKTPOHHO-MEXaHHYECKHX YCTPOWCTB U
COOPYKCHHUM, CTICTIMAIIBEHO MPeTHA3HAYCHHBIX I CO3AaHMUs (PU3NUECKUX MPETATCTBHUM
Ha BO3MOXXHBIX MYTSAX MPOHUKHOBEHHS M JOCTyIA MOTCHIMAILHBIX HAPYIIUTENEH K
KOMITOHEHTaM CHCTEMBbI U 3alUIIaeMoi HHPOPMAIINH, a TAK)KE TEXHUYECKUX CPE/ICTB
BHU3YaJIbHOTO HAOIIOJCHUS, CBS3U U OXPAHHOW CUTHAIIM3AINH.

Jlnst oGecrieuenust pusmdeckoit 6€30MacCHOCTH KOMIIOHEHTOB HH(POPMAIIMOHHBIX
CUCTEM HEOOXOJAMMO OCYIIECTBJIATh PSi OPraHU3AIMOHHBIX W TEXHUYECKUX
MEPOTPUATHMA, BKJIIOYAIONIUX: MPOBEPKY OOOpPYAOBaHMS, MPEIHAZHAYCHHOTO JIJIS
00paboTKN HH(PpOPMALINHU, HA:

— HaJIMYue CHeIUalbHO BHEIPEHHBIX 3aKJIaHBIX YCTPOUCTB;

— BBEJICHUE JOIOJHUTEIBHBIX OrPAHWYCHWA 110 JOCTYNy B TIOMEIICHHUS,
MpeHa3HAYCHHBIC JJIsl XpaHEeHUs: 1 00paOboTKN MHGOPMAIINH;

— obopymoBaHue cucTeM WH(OpPMATH3AlUA YCTPOWCTBAMH 3aIIUTHI OT COOEB
AJIEKTPOINUTAHUS U TIOMEX B JIMHUSX CBS3H.

TexHuYecKue CpeICTBA 3aIUThHI

Texaudeckue (ammapaTHO-TIPOTpaMMHBIC) MEpbl  3allUThl OCHOBAaHBI Ha
WCITOJIb30BAaHUN PA3IIMYHBIX AJICKTPOHHBIX YCTPONCTB M CICHHAIBHBIX IPOTPaMM H
BBITIOJTHSFOITNX (CaMOCTOSTEIILHO MIJIM B KOMILUIEKCE C IPYTUMU CPeICTBaMH) (PYHKITUH
3alUThl  (MASHTU(PUKAIIMI0O U ayTeHTHU(HUKAIMIO TMOJIb30BaTeeH, pa3rpaHudYeHUe
J0CTylla K pecypcaMm, pEerucTpaluio COoOBITUH, KpunTorpaduyeckoe 3aKpbhITHE
uHpopManuu u T.1.).



C yuetoM Bcex TpeOOBaHMW U TPUHIUIOB oObOecreyeHus 0e30MacHOCTH
uH(GOpPMaIlMU 10 BCEM HANpPaBJICHUSM 3alUTHl B COCTAB CHCTEMBI 3aIUTHI JOKHBI
OBITH BKJITFOUCHBI CIICAYIONINE CPEICTRA!

— CpEACTBa pa3rpaHUYEHUs JOCTYIIA K IaHHBIM;

— CpEACTBA PEruCTpalMy IOCTya K KOMIIOHEHTaM UH(QOPMAIIMOHHON CHUCTEMBI
¥ KOHTPOJIS 33 UCIIOJIb30BaHUEM UH(POPMAIINH;

— CpeAcTBa peardpoBaHMA Ha HapyLICHHWs pexuMa HH()OpPMAIMOHHON
0€30IacCHOCTH.

Ha TtexHuueckue cpencTBa 3allUThl BO3JIAraeTCsl PELICHHE CIEAYIOIIHNX
OCHOBHBIX 33/1a4:

— WISHTU(QUKAIUS U ayTeHTU(UKALKs TO0JIb30BaTeNIel NpU MOMOILM UMEH WU
CHELMAJIbHBIX allapaTHbIX CPECTB;

— perNIaMeHTalMs U YIPABJICHHE JOCTYINOM IOJb30BaTeNIell B MOMEIIECHHUS, K
(PM3UYECKUM U JIOTHYECKUM yCTPOICTBAM;

— 3alIMTa OT MPOHUKHOBEHUS KOMIBIOTEPHBIX BHUPYCOB M Pa3pyLIUTEIBHOIO
BO3JICHCTBHS BPEIOHOCHBIX IIPOIPAMM;

— perucTpanusi BC€X JEHWCTBHM II0Jb30BaTENs B 3alUMLIEHHOM JKypHAaJe,
HaJIMYUe HECKOJIBKUX YPOBHEH pErUCTpally;

— 3alllTa JAHHBIX CHUCTEMBbl 3alUTHl Ha (HalJIOBOM cepBepe OT JAOCTyIa
MOJI30BATENEH, B UYbM JOJKHOCTHBIE 00SI3aHHOCTU HE BXOJIUT padboTa ¢ nHopMaluu,
HaXOIIICHCS HA HEM.

CpencTBa uAeHTU(PUKALMHI U ayTeHTU(UKAIIUU TI0JIb30BaTeNIeh

B umensx mpenoTBpailieHHs paboOThl C pecypcamMd HH(POPMALMOHHBIX CUCTEM
MOCTOPOHHUX JIUL HEOOXOAUMO 00ECTIE€YUTh BO3MOKHOCTh PACMO3HABAHMS KaXKIOTO
JIerajJbHOrO IMoJsib3oBareNs (WK rpynn nojbs3oBaTeneit). s uneHTudukanum MoryT
MPUMEHSTHCS PA3JIMYHOTO POJa yCTPOUCTBA: MAarHUTHBIE KAPTOUYKH, KIIFOUH, KIIFOUEBbIE
BCTaBKH, TUCKETHI U T.II.

Aytentudukanus (MOATBEPKACHUE NOJJIMHHOCTH) TOJb30BaTENeH TaKxke
MOET OCYILECTBIIATHCS:

— MyTeM IMPOBEPKU HAIMYUS Yy TOJb30BaTENed KaKUX-THMOO CrenuaibHbIX
YCTPOUCTB (MAarHUTHBIX KapTOUEK, KIFOUEH, KIIFOUEBBIX BCTABOK U T.1.);

— IIyTeM MPOBEPKHU 3HAHUS UMHU MAPOJICH;

— IyTeM NPOBEPKU YHUKAJIbHBIX (DU3MUECKUX XapaKTEPUCTHK U TMapaMeTpoB
camMHX IMO0JIb30BaTesIeH MPH MOMOIIM CHELMATBHBIX OMOMETPUUYECKUX YCTPOHCTB.

CpencTsa pasrpaHAyeHus J0CTyna

30HBI OTBETCTBEHHOCTH U 33Ja4M KOHKPETHBIX TEXHUYECKHX CPEJCTB 3alIUThI
YCTaHABJIMBAIOTCS UCXO/IS U3 X BOZMOXKHOCTEH U AKCILTyaTallMOHHBIX XapaKTEPUCTHK,
OMMCAHHBIX B JOKYMEHTAIIMH HA JAHHbIE CPEJCTBA.

TexHuyeckue cpeIcTBa pa3rpaHUdeHHs 1OCTYIA JOJHKHBI [0 BO3MOKHOCTH OBITh
COCTaBHOM YacCThIO €AMHON CUCTEMbI KOHTPOJIS AOCTYIIA:

— Ha KOHTPOJIUPYEMYIO TEPPUTOPHUIO;

— B OTJEJbHBIEC TOMEIICHMUS;



— K KOMIIOHEHTaM HMH()OPMALMOHHON Cpellbl U AJIEMEHTaM CUCTEMBI 3alUThI
IT1x (busnueckuit JOCTYyI);

— K MH(pOpPMAaLMOHHBIM pecypcaM (JIOKyMEHTaM, HOCUTENSIM HH(pOpMaluy,
(aitnam, HabopaM JaHHBIX, apXHUBaM, CIIPaBKaM M T.J11.);

— K aKTUBHBIM pecypcaM (IIPUKIaJHBIM [IPOrpaMMaM, 3aJa4aMm U T.I1.);

— K OIEpallMOHHON CHCTEME, CHCTEMHBIM ITpOrpaMMaM U IpOorpaMMam 3allUThl.

CpenctBa o0ecrieueHrs U KOHTPOJIS LIETOCTHOCTH

CpencrBa obecrieueHUs] LEIOCTHOCTH BKIIIOYAIOT B CBOW COCTaB CpPEICTBA
pPE3EpPBHOTO  KONMUPOBAHUS, MPOrpaMMbl aHTUBUPYCHOM 3aIlMThI, POrPaMMBI
BOCCTAHOBJICHUSI LIEIOCTHOCTH ONEPALlMOHHOM Cpe/ibl U 0a3 TaHHBIX.

CpencrtBa KOHTpOJIA LEJINOCTHOCTH HMH(POPMAIMOHHBIX PECYpCOB CHCTEM
IpeHa3HaYeHbl JIJIsl CBOEBPEMEHHOTO OOHapyKEHUs MOAM(DUKAIINN WIH HCKaKEHUS
pecypcoB cuctembl. OHU TO3BOJISIIOT 00ECIEUYNUTh MPAaBUIBHOCTD (YHKIIMOHUPOBAHMUS
CUCTEMBI 3aIIUTHI U HEJIOCTHOCTh XPaHUMOM U 00pabaTbiBaeMOi MH(OpMAIUH.

KoHTpoJb 11e10CTHOCTH MH(OPMALIUU U CPEJICTB 3AIUTHI, C LIETbI0 00ecIeyeHus
HEU3MEHHOCTH  HMH(POPMALIMOHHOM  Cpelbl, ONpeesieMOl  MpelyCMOTPEHHON
TEXHOJIOTHE O00padOTKM, M 3alllUThl OT HECAHKIHMOHUPOBAHHOW MOJU(UKAIIIN
nH(pOpMauu J0HKEH 00eCeYNBaThCA:

— CpEICTBaMU pa3rpaHUYEHUs] JOCTyna (B MOMELIEHUs, K JOKyMEHTaMm, K
HOCUTEJISIM HHPOPMALINH, K CEpBEpaM, JIOTMUECKUM YCTPOUCTBAM U T.I1.);

— CpEACTBAaMH 3JIEKTPOHHOM MOJIHNCH;

— CpEACTBaMM  TMOACYETa KOHTPOJIBHBIX CYMM (Ui  MCHOJIb3yEMOIO
MPOTPaMMHOT0 0OecTieUeHUs).

CpencTBa OnepaTUBHOIO KOHTPOJISL M PETUCTPAIlUU COOBITHI O€30MaCHOCTU

CpencTBa OOBEKTUBHOIO KOHTPOJISI JOJDKHBI OOECreYrBaTh OOHApYKEHUE U
pPErHCTpalii0 BCeX COOBITUH (nmelicTBUil momnb3oBarenei, mombiTok HCJ u T1.1.),
KOTOpBIE MOTYT IOBJ€Yb 3a co00il HapylleHue Oe30macCHOCTM U TPUBECTH K
BO3HUKHOBEHUIO KPU3UCHBIX CUTyalni. AHanu3 coOpaHHON CpeCTBaMU perucTpaiuu
uH(GOpMalliK TO3BOJIIET BBIIBUTH (DAaKThl COBEpUICHMS] HAPYLIEHUH, MX XapakTep,
M0JICKa3aTh METO/]I €TO PACCIEI0BAHUS U CIIOCOOBI MOMCKA HAPYIIUTENS U UCTIPABICHHUS
cutyauuu. CpeacTBa KOHTPOJIS M PETUCTPALIAU IOJKHBI IPEAOCTABIIATh BO3MOKHOCTH:

— BEJICHUS M aHaju3a >XypHAJOB pErucTpaluud COOBITUH Oe30MacHOCTU
(CUCTEMHBIX )KYpPHAJIOB);

— MOJy4YeHUs TBEPAOM Komuu (me4aTH) >KypHaja PpErucTpaluu COOBITUI
0e30I1aCHOCTH;

— YHOPSIIOYEHUS )KYPHAJIOB, & TAK)KE€ YCTAHOBJICHHSI OTPAHUYEHUN HA CPOK MX
XpaHEHHS];

— ONEPATUBHOTO OIMOBEIICHUS aJMUHUCTpaTOopa 0€30MacHOCTH MH(OPMALIUU O
HapyIIECHUSX.

[Tpu peructpauuu coObITUN 0€30MaCHOCTH B XKypHaJe AOKHA (PUKCUPOBATHCSA
cienyromas nHpopmanus:

— JlaTa 1 BpeMs COOBITHS;



— UISHTHPHUKATOP CYOBEKTa, OCYHIECTBISIIONIETO PETUCTPUPYEMOE ACHCTBHE;

— JeicTBUE (TUI IOCTYyTIA).

6.13. KoHTtpoib 3¢(HEKTUBHOCTH CUCTEMBI 3aIIUThHI

KonTpons s¢pdexTuBHOCTH 3amMThl MHPOPMALMKM OCYIIECTBIISETCS C LEJBIO
CBOEBPEMEHHOI'O BBISBICHUS M IPENOTBPALICHUS YTEUKHM HH(OpMaLMMU 3a CUET
HECAaHKIIMOHUPOBAHHOTO  JIOCTyMa, a TakkKe NPEIyNpeXACHUS  BO3MOKHBIX
CHCIHAIbHBIX BO3JCHCTBHIA, HANpaBICHHBIX HAa YHUUYTOXKEHUE HHPOpPMAIIHH,
paspyuieHre  cpeactB  uHpopMatuzauud. KOHTpOdab  MOXET  MPOBOIUTHCS
MPUBJIEKAEMBIMU I 3TOM 1IeJIM OpraHU3aIUsIMU, UMEIOIIMMHU JTUIEH3UIO Ha 3TOT BUJ
JESITEIbHOCTH.

Onenka 5>(QQEeKTUBHOCTH Mep 3aluThl  MHPOPMALMH MPOBOJUTCA C
WCIIOJIb30BaHUEM TEXHUYECKUX M TPOTPAMMHBIX CPEICTB KOHTPOJSI Ha TMPEAMET
COOTBETCTBUS YCTAHOBJIEHHBIM TPEOOBAHUSIM.



